
        
            
                
            
        

    












Revista Latina de Comunicación Social # 069 – Pages 462 to 485 

Funded Research | DOI: 10.4185/RLCS-2014-1020en | ISSN 1138-5820 | Year 2014 

How to cite this article in bibliograhies / References 

B Catalina García, MC López de Ayala López, A García Jiménez  (2014): “The risks faced by adolescents on the Internet: minors as actors and victims of the dangers of the Internet”.  Revista Latina de Comunicación Social, 69, pp. 462 to 485. 

http://www.revistalatinacs.org/069/paper/1020_UR/22en.html  

DOI: 10.4185/RLCS-2014-1020en

The risks faced by adolescents on the 

Internet: minors as actors and victims of 


the dangers of the Internet 

Beatriz Catalina García [CV] [    ] [    ]  Visiting Professor at the Department of Communication Sciences I – Universidad Rey Juan Carlos, URJC, Spain / beatriz.catalina@urjc.es 

María Cruz López de Ayala López [CV] [    ] [    ]  Full Professor at the Department of Communication Sciences I – Universidad Rey Juan Carlos, URJC, Spain / mariacruz.lopezdeayala@urjc.es 

Antonio García Jiménez [CV] [    ] [    ] Full Professor at the Department of Communication Sciences I - 

Universidad Rey Juan Carlos, URJC, Spain / antonio.garcia@urjc.es 


Abstract 

Introduction.  The intensive use of the Internet among adolescents has increased concerns about the risks they face in the cyberspace. The objective of this study is to diagnose the risks faced by Spanish adolescents  on  the  Internet,  and  to  determine  the  influence  of  such  variables  as  age,  sex,  and ownership of the school attended by minors. Method.  The study is based on a representative national survey  applied  to  2,077  adolescents.  The  survey  explores  the  risks  faced  by  minors  on  the cyberspace: inappropriate content, contact with strangers, loss of privacy, cyberbullying, problematic Internet  use  or  Internet  addiction,  and  the  safety  practices  adopted  by  adolescents. Results  and conclusions.   Young  people’s  high  confidence  coexists  with  a  high  involuntary  exposure  to inappropriate  online  content  (pornography,  violence,  promotion  of  alcohol  and  drugs  consumption, and  eating  disorders),  along  with  the  normalisation  of  various  forms  of  cyberbullying.  The  results confirm  that  there  is  a  significant  percentage  of  adolescents  that  admit  spending  excessive  time  on the Internet and being addicted to certain Internet services. 
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Translation by CA Martínez Arcos, Ph.D. (Universidad Autónoma de Tamaulipas) 1. Introduction 

Adolescents have incorporated the Internet into their lives at an important speed that makes them the second  heaviest  Internet  users,  just  behind  16-24-year-olds.  Currently,  91.2%  of  10-15-year-olds frequently  access  the  Internet,  and  this  percentage  increases  as  the  age  group  gets  older,  reaching 96.5% among 15-year-olds (INE, 2012). This age group is also the group that used social networks the  most  in  Spain  during  2011,  with  85.9%  using  them  very  frequently  or  occasionally  (García, López de Ayala and Catalina, 2012). 



Besides  being  considered  heavy  Internet  users,  adolescents  have  been  labelled  as  a  “risk  group” 

insofar  as  they  are  considered  to  be  the  age  group  most  likely  to  develop  or  being  affected  by conflictive behaviours in the Internet. This perception is based on the common conceptualisation of adolescents as immature, emotionally unstable and irresponsible. 



In this transitional stage to adulthood, the Internet has become a space in which minors can explore their own identity and sexuality, experiment with new emotions and social relationships and improve their self-knowledge, which often entails being exposed to situations that are considered threatening and  dangerous  to  their  mental  and  physical  integrity  or  the  development  of  behaviours  that  can  be seen as problematic, as they involve the transgression of certain rules and concepts socially accepted by adults. 



From this perspective and following Del Río, Sádaba and Bringué (2010), it is possible to distinguish the risks that are faced by minors who use the Internet without any adult supervision into passive and active risks. The latter type of risk refers to the voluntary performance of conflicting behaviours that may be harmful to them and others. 



The  passive  risks  faced  by  minors  include  the  involuntary  access  to  the  age-inappropriate  contents that circulate on the Internet and the situations in which the minors become the targets of ill-intended behaviours of other people. This category includes: the unwanted contact requests sent by peers and adults  -which  is  not  inherently  negative  but  may  be  so  in  the  eyes  of  adults-;  the  reception  of potentially  harmful  contents  like  pornography,  images  of  violence  and  degrading  acts  against  the receiver or other people; contents that exalt socially deviated behaviours like racism and xenophobia, drug consumption and eating disorders like anorexia or bulimia; and finally cyberbullying and other forms of harassment, like sexual harassment. 
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Active risks, on the other hand, are similar to the previous type but refer to the problematic actions that  minors  perform  voluntarily.  The  active  risks  category  includes:  the  access  to  inappropriate contents  like  those  containing  information  about  drugs,  pornography,  and  online  gambling  and casinos,  as  well  as  illegal  behaviours  like  downloading  pirated  music  or  movies;  contact  requests sent  to  other  minors,  which  often  is  also  socially  regarded  as  a  risky  behaviour;  cyber-harassment, including sexual harassment; and lastly, sharing information or private images to other people who can use this material to endanger their physical and mental integrity. 



Minors’ immaturity is also understood  as the incapacity to self-regulate the time they spend on the Internet in that way that it does not endangers their physical and mental health or disrupts their daily and  social  life.  This  point  leads  us  to  the  issue  of  minors’  dependence  on  the  Internet  or  different online applications and services and is related to the problematic and addictive uses of the Internet. 

2. State of the art review 

International research on the subject has been extensive. One line of research focuses on the access, in  different  levels  and  degrees,  to  pornographic,  racist  violent  contents  (Livingstone  and  Haddon, 2008; Ringrose, 2012 and Shek and Ma, 2012). While there are statistics that prove that the access to these types of contents is not very high among the adolescent population (Garmendia  et al. , 2011), it is  a vital issue,  not only  in  communication terms, but  also  in educational,  psychological  and social terms. However, parents show less concern about this subject than about the contents their children can see on television (Gavelas and Marta, 2008). 



Other  line  of  research  is  related  to  minors’  scarce  knowledge  about  the  legal  or  illegal  status  of certain  behaviours  and  their  potential  consequences  like  the  illegal  download  of  games,  music  or movies  (Mc  Cabe,  2000;  Livingstone  and  Helsper,  2007;  Livingstone  and  Haddon,  2008).  In  turn, there is permanent emphasis in the need to legally protect minors from illicit and age-inappropriate contents (Reid, 2005). 



Experts  have  also  addressed  two  other  issues  that  are  related  to  each  other  and  to  the  contact  with strangers:  the  publication  of  personal  data  in  the  Internet  and  social  networks  particularly.  As Cáceres,  Brändle  and  Ruiz  (2013)  remark,  it  is  important  to  clarify  the  criteria  by  which  minors distinguish  between  strangers  and  acquaintances.  For  its  part,  the  work  of  Espinar  and  González (2009)  highlights  that  88.1%  of  minors  publish  real  personal  data  on  their  profiles.  Other  studies (Aranda   et  al. ,  2009)  describe the  kind  of  data  that are  more  commonly  shared  by  minors:  gender, age, personal pictures, and first and last names. Likewise, Livingstone and Helsper (2008) observed that  teen  boys  expose  themselves  more  than  teen  girls  to  all  risks,  except  those  risks  related  with privacy. 



A  crucial  question  addressed  by  the  literature  is  the  wide  range  of  actions  linked  to  cyberbullying (Hasebrink,  Olafsson  and  Stetka,  2010;  Livingstone  and  Helsper,  2010;  Ybarra  and  Korchmaros, 2011). Similarly, Valkenburg and Peter (2009), among others, detect the rise in the use of the social networks  among  minors,  which  is  occasionally  paired  with  other  practices,  such  as  harassment, http://www.revistalatinacs.org/069/paper/1020_UR/23en.html                 Página 464 
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threats and anxiety  (Lee and Stapinski, 2012), all of which is facilitated by the anonymity afforded by the Internet. 



Another  issue  addressed  here,  and  possibly  in  most  research  studies,  is  addiction.  In  this  case,  the first striking thing is the profusion of related terms: problematic usage of the Internet (Shapira  et al., 2003;  Liu   et  al.,  2012),  abusive  use,  compulsive  use,  pathological  use  (Davis,  2001),  Internet dependence (Scherer, 1997) deficient use (Tokunaga y Rains, 2010) or, simply, Internet addiction or cyber addiction, among others. This abundance of terminology demonstrates the difficulty to reach a consensus  on  its meaning  and diagnosis  (Carbonell   et  al. ,  2012;  Acier  and  Kern, 2011;  Douglas   et al. , 2008; Castellana  et al., 2007). 



Griffiths (2005) points the importance of six aspects that are key in all types of addiction and justify his study of the Internet: a) Relevance of the addictive activity; b) Alteration of moods; c) Tolerance; d) Abstinence symptoms; e)  Interpersonal conflict or conflicts with other activities; and f) Relapse. 

Scientific  literature  commonly  diagnoses  addictive  or  dependent  behaviour  based  on  the  following four factors: the excessive use of the Internet or loss of sense of time; the symptoms of discomfort, tension  or  depression  when  it  is  not  possible  to  access  the  Internet;  tolerance;  and  negative consequences like social isolation (Weinstein and Lejoyeux, 2010, cited on Bergmark  et al. , 2011). 



However,  the  subject  is  not  exempt  from  controversy  and  numerous  research  works  analyse  the excessive  Internet  use  as  problematic  (Douglas   et  al.,  2008,  Wan  &  Chiou,  2006),  while  Labrador and Villadongos (2010) suggest that the perception of discomfort caused by the lack of Internet use could be assimilated to the abstinence symptoms associated to addiction. 



This  is  an  object  of  study  with  many  dimensions.  As  a  matter  of  fact,  whether  the  term  has  been overvalued and exaggerated in the media has been profusely discussed (Beranuy  et al., 2009). At the same  time,  research  studies  make  clear  the  particular  preoccupation  over  such  issues  as  the percentage of adolescents who feel they are making an uncontrolled use of the Internet (Garmendia et al., 2011), the influence of an excessive daily use among adolescents (Yang and Tung; 2007), the time  of  Internet  exposure  as  a  predictive  factor  of  problematic  or  addictive  uses  (Lee  &  Stapinski, 2012),  and  the relationship  between  Internet  use  and  psychiatric  disorders  such  as  depression,  self-esteem,  emotional  anguish,  anxiety  and  sleep  disorders  (Black,  Belsare  and  Schlosser,  1999; Armstrong   et  al.,  2000;  Viñas   et  al.,  2002;  De  Gracia   et  al.,  2002;  Whang,  Lee  and  Chang,  2003; Niemz, Griffiths and Banyard, 2005; Jenaro  et al., 2007; Caplan, 2007; Douglas  et al., 2008; Lee and Stapinski, 2012). 



The  Spanish  scientific  community  has  also  shown  remarkable  interest  in  studying  the  risks associated to the increasing Internet use among children and the dangers faced by minors when using the Internet and the new tools of online communication [1]. Examples of works addressing this line of research are those carried out by Aranda  et al.  (2009), Bringué and Sádaba (2011), Garmendia  et al.  (2011) and Sánchez and Fernández (2010). 



Lastly, previous studies have pointed at age and gender as two variables that decisively influence the risks  that  minors  face  in  the  Internet  (Valkenburg  and  Soeters,  2001;  Fleming,  Greentree,  Cocotti-Muller,  Elias  and  Morrison,  2006;  Livingstone  and  Helsper,  2008;  Mesh,  2009;  Livingstone  and http://www.revistalatinacs.org/069/paper/1020_UR/23en.html                 Página 465 
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Helsper,  2010;  Vandoninck,  D’Haenens,  De  Cock  y  Donoso,  2012;  Van  den  Heuvel,  Van  den Eijnden,  Van  Rooij, Van  de  Mheen,  2012;  among  others).  Vandoninck   et  al.   (2012)  found  out  that adolescents from low-income families face more risks, although the incidence of the socioeconomic status over the online risks faced by minors has been poorly analysed. 


3. Objectives 

The  main  objective  of  the  article  is  to  describe  the  risks  faced  by  Spanish  12-17-year-olds  on  the Internet and the social networks, which is an issue that requires a continuous updating along with a periodic examination of the Internet use among this age group. 



The  study  of  the  online  risks  is  addressed  from  different  perspectives  in  accordance  with  the literature  on  this  particular  subject,  which  covers,  in  the  first  place,  the  exposure  to  inappropriate content (including any form of pornography, fortune-telling, casinos, alcohol consumption, drug use, racism  and  intolerance)  from  both  passive  and  active  perspectives  (involuntary  reception  and voluntary search, respectively). A novel aspect of this study in comparison to previous studies is the introduction  of  the  analysis  of  the  reception  of  advertising  with  inappropriate  contents  by  minors through the social networks. In second place, the study examines the risk behaviours that arise from making contact with strangers and the sharing of identity data on the Internet. 



The  following  sections  examine  practices  of  harassment  (cyberbullying)  on  the  context  of  the perception  of  personal  risk  held  by  Spanish  adolescents  themselves.  This  work  has  been complemented with data on Internet dependence, and on the attitudes and practices used to cope with the dangers of the cyberspace. 



The study has also explored two dimensions: minors’ self-perception of the risk situations faced on the internet and minors’ perceptions of the risks faced by their peers. All of these aspects have been addressed taking into a count the influence of age, gender and ownership of the school they attend, as variables  that  potentially  can  influence  the  perception,  exposure  and  development  of  conducts  that involve different types of risks. 



For the analysis of the impact of  age, and according to the classification of adolescence offered  by the  World  Health  Organisation,  the  sample  has  been  divided  in  two  age  groups:  12-14-year-olds (early adolescents) and 15-17-year-olds (late adolescents). Following Oliva (2007), the early years of adolescence  are  a  stage  of  great  vulnerability  due  to  the  immaturity  of  the  self-regulatory mechanisms. In contrast, “from 15 or 16 years of age the cognitive abilities of adolescents are little different  from  those  of  adults,  and  in  situations  of  tranquillity  and  low  socio-emotional  activation their  decisions  tend  to  be  as  sensible  and  rational  as  those  of  older  people”  (Oliva,  2007:  250). 

Therefore, we expected to find differences between these two age groups in terms of the ways they cope with risks, both actively and passively. 



Finally,  with  regards  to  the  nature  of  the school  centre,  it is  important  to  note  that  the  inclusion  of this  variable  aimed  to  replace  the  socioeconomic  status  variable,  to  the  extent  possible  [2].  This  is based  on  the  findings  of  Calero  and  Bonal  (1999),  whose  analysis  of  the  1991  Household  Budget Survey  found  a  clear  relations  between  people’s  household  income  level  and  attendance  to  private http://www.revistalatinacs.org/069/paper/1020_UR/23en.html                 Página 466 
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schools [3] (cited in Bonal, 2002). On this basis, the study distinguished between public and private schools, and included on this last category the concentrated and non-concentrated education centres. 


4. Method 

The universe of study was composed by Spanish minors aged 12 to 17 years, enrolled in Compulsory Secondary Education (1st to 4th years) and Post-Compulsory Schooling/High School ( Bachillerato) –

with the exception of Ceuta, Melilla and the Balearic and Canary Islands– throughout the 2011-2012 

academic year. 



The  information  was  collected  through  a  self-administered  questionnaire,  applied  in  the  students’ 

classrooms between September and November. The questionnaire consisted of 54 questions and the average time required for its completion ranged from 20 to 30 minutes. In order to respect the rights of minors, the questionnaire was supervised, reviewed and approved by the Community of Madrid’s Office of the Ombudsperson for Children. 



The  sample  selection  was  based  on  the  statistics  published  by  the  Ministry  of  Education  (student body)  and  the  websites  of  the  autonomous  communities  (schools)  under  analysis.  The  universe  of study was formed by 2,227,191 secondary and high school students of a total of 6,053 public, private and charter secondary and high school institutions. 



A multi-stage, stratified cluster sampling approach was used for the selection of the survey sample. 

In the first stage we carried out a cluster sampling stratified by autonomous regions, education levels and school types (public, private or charter). A total of one hundred schools were randomly selected. 



In  a  second  stage,  we  sampled  students,  stratified  by  autonomous  community,  education  level  and school ownership type. To ensure the representativeness of the sample in terms of gender, age, level of studies and school ownership type, of the more than 5,000 questionnaires that were applied only 2,077 questionnaires were selected according to the quotas established for the previous variables. A requisite  students  had  to  meet  to  participate  in  the  survey  was  to  provide  a  parental  permit,  which resulted in a very slight deviation between the final and theoretical samples. Certain elevation rates were established in order to adjust the samples. 



The  selected  schools  were  contacted  via  phone  to  ask  for  their  collaboration.  Once  they  agreed  to participate,  we  provided  them  with:  an  informational  letter  directed  to  the  participants’  parents, explaining  them  the  objectives  and  contents  of  the  study  and  the  protection  of  data;  an  informed consent form for the participants’ parents or guardians and a report of participation which describes in detail the intervention is of the school institution. 



The  school  transferred  the  informed  consent  form  to  students  and  they  returned  it  signed  by  their parents as a prerequisite to participate in the survey. Moreover, before completing the questionnaire, students  were  informed  about  the  objectives  of  the  study,  the  importance  of  their  participation  and honesty, and the confidentiality of their data. 
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The data obtained from the survey were analysed with SPSS and in order to determine whether the detected differences were random the statistical validity was set at Χ2 < 0.05. 

5. Results 


5.1. Access to inappropriate content 

The  first  concern  is  with  the  access  to  inappropriate  content,  and  particularly  with  the  contents minors voluntarily access.  In this regard, it is worth noting that 21.7% of adolescents  actively seek websites with explicit sexual content, 5.7% does so very frequently and the rest, sometimes or rarely. 

Males aged 15 to 17 are the group who access this type of content. 



El  11.7% of teens  access  gambling  or  casino  websites,  and this is  more common among boys  than girls. Meanwhile the percentage of adolescents who use the Internet to search for information about drugs is very low: 3% do it very often or occasionally and 3.7% do it rarely. Males, and particularly older males, are the group who more watches these contents voluntarily. 



In  terms  of  problem  behaviours  like  the  downloading  of  pirated  music  and  movies,  which  in  most cases violates intellectual property regulations, 37.1% do it very frequently and 33.9% occasionally. 

Again, the group of older adolescents do it to a higher percentage. 



It is remarkable that the access to inappropriate content dramatically increases when adolescents do it involuntarily.  In  this  context,  it  is  striking  that  48.5%  of  respondents  have  involuntarily  accessed websites  with  intense  sexual  content.  28.1%  stated  having  received  webpages  that  promote  the alcohol or drug consumption, 24.4% webpages with violent contents, 23.8% webpages with contents that promote anorexia or bulimia, and 22% webpages that promote racism and religious intolerance. 

Finally,  11.9%  of  adolescents  have  involuntarily  accessed  webpages  which  justify  suicide  or deliberate self-harm. 



With regards to gender, an interesting finding is that the only sites that female adolescents visit more frequently  than  their  male  counterparts  are  sites  that  promote  anorexia  and  bulimia,  which  is  a disorder that has traditionally affected more females than males. 



Examining  differences  across  age,  older  adolescents  find  pages  that  defend  or  promote  drug  use, racism or intolerance towards other groups to a greater extent than younger adolescents. 



Social  networks  have  become  the  most  effective  platforms  for  the  promotion  of  products  and services,  with  a  clear  presence  of  advertising  of  bars  and  night  clubs  (49.1%),  followed  by advertising of fashion and beauty products (37.7%). But perhaps what is more outstanding about the harmful advertising minors claim to come across is the fact that 30.5% states they have come across advertising about contests with cash prizes, 24.8% about horoscopes and fortune-telling sites, 18.6% 

about  gambling  and  casino  websites,  15.1%  about  pornographic  webpages,  and  14.9%  about alcoholic beverages. 
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In  terms  of  age,  minors  aged  15  to  17  years  recognise  that  they  come  across  a  greater  amount  of advertising of this type. In terms of gender, males come cross more advertising about pornographic websites,  contests  with  money  prizes,  alcoholic  beverages  and  online  gambling  and  casinos. 

Females, however, access advertising about horoscope services to a much greater degree than males. 

Finally, although the differences according the ownership of the school attended by respondents are significant  in  all  tested  categories,  they  are  hardly  relevant  with  the  exception  of  the  reception  of horoscope advertising and pornographic websites among students from public schools. 

5.2. Contact with strangers and privacy on the Internet 

Another aspect that we have analysed is the risk behaviours that are performed by minors and could compromise their online security and privacy. With regards to the first point, 20.9% of adolescents use  Internet,  frequently  or  occasionally,  to  “flirt/hook-up”  and  20.5%  to  search  for  new  friends. 

However,  when  adolescents  are  asked  to  specify  what  types  of  people  the  talk  to  through  the different services and applications, only 7.6% admitted talking to strangers of the same age and 3.8% 

with strangers of different ages. 



Taking  into  account  gender  differences,  men  show  greater  rashness  and  performed  risk  behaviours more commonly than women in all options: “flirt/hook-up”, find new friends, talking to strangers of the  same  or  different  age  and  making  their  social  networks  profile  visible  to  all  people.  Although, overall,  only  a  small  percentage  of  adolescents  do  not  take  precautions  in  this  regard:  12.2% 

sometimes give access to some strangers and 3.3% give access to anybody. 



With  regards  to  age,  older  tends  stand  out  for  their  risk  online  behaviours  in  terms  of  looking  for friends, flirting/hooking-up or accepting strangers in their social networks. 



Although it is not decisive, contact with strangers is one of the main causes of risk that can lead to more serious consequences, such as harassment and threats. And even though they constitute a small percentage, 3.4% of adolescents make contact with strangers online or face to face, with a noticeable oscillation between boys and girls and an insignificant oscillation across age groups. 



The percentage of adolescents who receive contact requests from strangers rises dramatically. 34.9% 

has been requested by strangers to make contact via phone or e-mail and 12.8% has been requested to  make  face-to-face  contact.  The  targets  of  these  requests  tend  to  be,  to  a  greater  extent,  women aged 15 to 17 years. 



One  of  the  most  outstanding  findings  is  the  use  adolescents  give  to  social  networks  as  channels  to make contact with strangers. In fact, more than eight out of ten women admit to have made contact with  strangers  over  the  Internet,  and  to  have  maintained  that  relationship  through  a  social  network (MySpace, Tuenti, etc.). With regards to differences across age groups, the percentage is almost 70% 

in the 12-14 age group and almost 77% in the 15-17 age group. The rest of the contact options reach low percentages, with small differences between those that made contact via multi-play games, chats, forums and Messenger. 
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The  older  group  of  adolescents  (13.3%)  and  the  male  group  of  adolescents  (11.6%)  are  the  groups that  admit  making  face-to-face  contact  with  strangers  the  most,  although  the  frequency  has  not overcome the five times. The reasons are different according to sex: boys want to “flirt/hook-up” and girls want to expand their circle of friends. 



Friends  tend to  be the main  companions  when  attending  these  meetings. This  is  recognised  by just under half of the 12-14-year-olds and the girls. The second alternative is to go to meet the stranger alone, and this occurs to a greater extent among 15-17-year-olds and boys. In third position are those who did not  go to the meeting, followed by those who went to the meeting  with other people (like relatives), which occurs more commonly among older and male adolescents. 



Friends  are  those  entrusted  the  most  by  adolescents  to  tell  their  experiences,  even  above  their parents; but about 12% of adolescents have not told anybody about their adventures .  



This  type  of  dating  experiences  has  been  generally  positive  or  neutral  because  a  large  majority, particularly  women  (86.4%),  claim  that  they  now  have  a  new  friend.  However,  some  of  them recognise that the experience was unpleasant or dangerous. This mainly occurs among males who, as mentioned, tend to take more risks. 



Of  the  adolescents,  70.1%  disclosed  their  full  name  in  their  social  network  profile  –which  is  not surprising since this is necessary for identifying–- and 25.4% often share personal photos and videos. 

More problematic is the percentage of adolescents who reveal personal data to strangers: full name (19.4%), email address, Messenger or phone (9%), school (8.1%), personal photos or videos (7.3%) and  home  address  (2.6%).  Adolescents  aged  15-17  years  tend  to  disclose  more  personal  data  to strangers, mainly the name and surnames, email address, phone number, and school. 

5.3. Perceptions of personal risk, cyberbullying and harassment There are remarkable differences across age groups in the perception of the risk situations related to the  school  mobbing  or  online  harassment  of  different  types:  adolescents  aged  15-17  years  detect these  types  of  situations  more  clearly  in  their  environment  than  the  younger  group,  while  the identification of this type of offences is even across gender groups. 



More than one third of the younger group of adolescents and almost 55% of those aged 15-17 years have  detected  offensive  comments  or  images  in  their  online  environments.  Insults,  mocking  and threats have been detected by four in ten adolescents aged 15-17 years. The perception of these types of  harassment  in  the  online  environment  is  higher  among  adolescents  studying  in  private  schools than among those studying in public schools. 



Also noteworthy is the fact that a quarter of adolescents know online dating situations that can harm someone,  with  similar  percentages  among  boys  and  girls,  but  with  a  difference  of  almost  thirteen points between the younger and older age groups (32% 19.5%, respectively). In relation to this, 18% 

of  the  younger  group  of  adolescents  and  a  third  of  the  older  group  of  adolescents  have  identified situations related to sexual activities, like performing obscene acts in the webcam or sending sexual http://www.revistalatinacs.org/069/paper/1020_UR/23en.html                 Página 470 
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comments  or  images.  In  regards  to  the  genre,  three  of  every  ten  men  compared  to  19%  of  women noted some cases of this type. 



With regards to the situations that adolescents experience in their own environment, 35.6% claim to have  seen  someone  intruding  in  the  computer  of  another  person  or  institution,  and  this  is  more frequent among 15-17-year-olds. 



The  percentages  of  the  risk  that  directly  affect  adolescents  are  considerably  lower  than  those  that they  have  experienced  in  their  own  environment.  The  highest  percentage  refers  to  the  reception  of obscene  requests  from  adolescents  aged  15-17  years  (12.6%).  This  situation  affects  more  males (10.1%) that females (7.3%). 



In  this  context,  male  and  older  adolescents  are  the  groups  that  more  commonly  have  received sexually-explicit messages or images. With regards to the rest of the identified risk situations, 1.2% 

of female adolescents have requested a face-to-face meeting with a stranger while 8% also of female adolescents have been victims of insults, mockery, threats, blackmail and harassment, in general, on the Internet. 



Almost  half of  adolescents,  about  47%, acknowledge to  have been involved in  situations  of risk  at least on one occasion, being this significantly more common among women (51%) than among men. 

Again, social networks are the main channel for this kind of behaviour: 59.7% of those who claim to have  perceived  some  of  these  situations  in  their  environment  note  that  this  took  place  in  social networks,  and  77.5%  of  those  who  received  contact  requests  from  strangers  or  were  the  target  of mockery online, endured this situation through the social networks. 



Finally,  in  addition  to  the  20%  of  adolescents  who  have  been  victims  of  impersonation  on  the Internet, we must add the 15% of adolescents who do not know whether they have been ever affected by this situation. 

5.4. Problematic Internet use/perception of Internet dependence One  of  the  problems  associated  with  the  emergence  of  the  internet  in  the  everyday  lives  of adolescents is the possible problem of dependence. In this sense, 7.5% of adolescents admitted that not having Internet access for several days in a row would affect their mood and 35.3% admitted this would  bother  them  but  it  would  not  be  a  serious  problem.  The  perception  of  discomfort  is  higher among female adolescents, older adolescents and those studying in private schools. 



The  frequency  of  use  is  a  variable  closely  linked  to  the  degree  of  dependence:  11.5%  of  the adolescents spend between three and five hours on the Internet and 5.5% spend more than five hours on  weekdays,  and this  percentage  is  higher among older adolescents. This  fact  is  worrying  since  it can  reduce  the  time  adolescents  spend  on  other  activities,  whether  educational,  social  or  family-related,  physiological  (sleep,  eat).  In  fact,  12.5%  admit  their  school  performance  decreased  as  a consequence, 10.7% reduced their sleep hours, and 4.5%, reduced the time they spend with friends. 
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The  data  obtained  suggests  the  increasing  popularity  of  the  social  networks,  to  the  point  that  40% 

admits  that  it  would  be  hard  for  them  to  stay  continuously  disconnected;  a  feeling  that  is  more common  among  female  adolescents  and  those  aged  15-17  years.  It  should  also  be  noted  that  more than 37% of adolescents claim that it would not be hard for them to leave the websites they regularly visit. However, it is important to talk again about the perceptions which contrast with actual number of hours adolescents spend in front of the Internet. 

5.5. Knowledge and practices of Internet security  

Almost  half  of  the  adolescents  trust  Internet  fully,  mainly  teen  boys.  However,  almost  the  same percentage knows that posted pictures can be copied or edited on the Internet and for this reason they claim to be very careful about what they post. 



Similar  percentages  of  adolescents  recognise  that  they  do  not  read  the  privacy  policies  of  the websites  that  requested  their  personal  data  to  register,  although  younger  adolescents  are  more cautious  in  this  regard.  This  tells  us  that  around  50%  of  adolescents,  regardless  of  their  age  or gender, are precautions and take some security measures, which are self-learnt or non-Internet-based tools. 



In terms of avoiding parental controls, around 40% of adolescents stated that they have no interest to avoid parental controls and do not even know how to do so. However, 18% of adolescents claim that they often elude the restrictions imposed by their parents, and this percentage is much higher among boys. Moreover, it is important to note that 9.7% of adolescents do not know how to avoid parental control  but  would  like  to  know  how  to  do  it,  and  this  is  more  common  among  female  and  older adolescents. 


6. Conclusions and discussion 

The objective of this article is to offer a diagnosis of the different risks faced by Spanish adolescents (aged 12-17 years) on the Internet, and to determine the influence of such variables as age, sex and ownership type of the school they attended. 



First, the article examined the exposure, both involuntary and voluntary, to inappropriate content in cyberspace  such  as  pornography,  violence,  racism,  promotion  of  alcohol  and  drugs  and  food disorders.  The  high  percentage  of  adolescents  who  claim  to  visit  webpages  with  explicit  sexual content  is  remarkable.  The  percentage  increases  significantly  when  talking  about  adolescents  that involuntarily  access  these  types  of  contents.  This  trend  is  confirmed  in  the  same  way  also  in  the context of social networks. 



One  of  the  most  important  uses  given  to  the  Internet  (by  about  20%),  in  general,  and  the  social networks,  in  particular,  is  as  a  tool  to  make  new  friends,  including  also  those  that  develop  into  a romantic  relationship.  This  use  involves  contact  with  strangers  in  a  significant  percentage.  On  the other hand, 34.9% of adolescents admitted having received contact requests from strangers. 
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In the same way, various forms of online harassment have become normalised in the online spaces visited by adolescents. More than half of the respondents have directly witnessed harassment-related practices –insults, mockery and threats. The number of those who claim to have suffered harassment is also significant. 



Among the direct indicators of problematic Internet use, this study  confirms the high percentage of adolescents  who  spend  excessive  time  on  the  Internet.  Moreover,  although  to  a  lesser  extent,  there are relevant percentages of adolescents who are addicted to some Internet services, who have had a poor school performance as a consequence of their internet dependence, and who use the Internet for long hours and until the early morning. 



On the other hand,  there are  high  percentages of  adolescents  who trust  the  Internet,  but also  admit having suffered situations of risk (about 47% and 51%, respectively). 



The  study  detected  differences  according  to  age,  gender,  and  ownership  of  the  school.  Younger adolescents  are  less  exposed,  voluntarily  and  involuntarily,  to  inappropriate  content,  are  more cautious about talking to strangers or disclosing personal information on the Internet, although they trust more the Internet and are less interested in avoiding parental controls. In general, as adolescents become older there is an increase in the risk situations they faced online, in the time they spend in the Internet, and in the perception of the effects of Internet use on their school performance, their sleep hours, and relationships with friends. 



In  terms  of  the  influence  of  gender,  teen  boys  recognised  to  a  greater  extent  been  involuntarily exposure  to  inappropriate  content,  and  this  is  particularly  noticeable  with  regards  to  websites  with sexual  content.  Teen  boys  are  also  seeking  greater  contact  with  strangers,  whereas  the  teen  girls receive more contact requests from strangers. 



The  motives  to  seek  contact  with  strangers  were  varied:  teen  boys  want  to  flirt/hook-up  and  have different experiences while teen girls want to expand their network of contacts. Moreover, teen girls who met with strangers had more positive experiences and shared that with more friends and family. 

Teen  girls  also  seem  more  sensitive  to  the  perception  of  situations  related  to  cyberbullying  and harassment  that  occur  in  their  environment,  while  male  adolescents  are  more  sensitive  to  the perception  of  situations  of  a  sexual  nature.  Teen  girls  receive  more  obscene  requests  and cyberbullying  and  boys  receive  more  sexual  content.  Finally,  guys  trust  more  on  the  Internet, avoiding parental controls to a greater extent and are more dependent on online sexual contents. 



The  ownership  type  of  the  school  attended  by  adolescents  should  be  taken  into  account  when examining  access  to  online  spaces  with  sexual  content  (which  is  greater  among  adolescents  from public  schools)  and  the  perception  of  situations  related  to  online  cyberbullying  and  harassment (which  is  greater  among  adolescents  from  private  schools).  However  the  ownership  type  of  the school  attended  by  adolescents  is  not  significant  when  examining  the  situations  of  harassment  and violence experienced directly by adolescents. 



In terms of the limitations and future lines of research, it is pertinent to highlight the need to include longitudinal  studies  that  document  the  evolution  of  the  risks  faced  by  minors  on  the  Internet, http://www.revistalatinacs.org/069/paper/1020_UR/23en.html                 Página 473 
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perception  and  influence  of  these  risk  situations,  as  well  as  the  strategies  and  practices  used  by adolescents  to  cope  with  these  risks.  Finally,  it  would  be  necessary  to  analyse  in  more  detail  and depth  the  possible  Internet  uses  which  result  problematic  for  adolescents  in  order  to  produce  a protocol for action according to minors’ problematic uses. 



Finally,  the  results  obtained  highlight  the  need  for  a  more  effective  control  and  counselling  from parents and teachers in order to provide adolescents with sufficient information and tools so that they can limit those risks or at least tackle them. 

  



Table 1. Access to inappropriate contents across age groups, sex groups and school ownership types Source: Authors’ own creation. Statistically significant differences for χ2 < 0.05 appear in bold. 
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Table 2. Contact with strangers and privacy on the Internet across age groups, sex groups and school ownership types  





Source: Authors’ own creation. Statistically significant differences for χ2 < 0.05 appear in bold. 
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Table 3. Contact with strangers across age groups, sex groups and school ownership types Source: Authors’ own creation. Statistically significant differences for χ2 < 0.05 appear in bold. 
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Table 4. Perception of personal risk and of cyberbullying and harassment in their environment across age groups, sex groups and school ownership types 







Source: Authors’ own creation. Statistically significant differences for χ2 < 0.05 appear in bold. 











http://www.revistalatinacs.org/069/paper/1020_UR/23en.html                 Página 477 



Revista Latina de Comunicación Social # 069 – Pages 462 to 485 

Funded Research | DOI: 10.4185/RLCS-2014-1020en | ISSN 1138-5820 | Year 2014 





Table 5. Internet security practices across age groups, sex groups and school ownership types Source: Authors’ own creation. Statistically significant differences for χ2 < 0.05 appear in bold. 
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Table 6. Problematic Internet use/perception of Internet dependence across age groups, sex groups and school ownership types  





Source: Authors’ own creation. Statistically significant differences for χ2 < 0.05 appear in bold. 
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1 The options “Don’t know” and “Unanswered” were eliminated in the Frequency of use variables. 



  

Figure 1. Risk path followed in communication over the Internet with strangers 









* Funded research. This article is the result of the R&D research project titled “Análisis de uso  y  consumo  de  medios  y  redes  sociales  en  Internet  entre  los  adolescentes  españoles. 

Características y prácticas de riesgo” (“Analysis of use and consumption of media and online social networks among Spanish adolescents. Characteristics and risk practices”). This project 

(reference  CSO2009-09577)  is  funded  by  the  Directorate  General  for  Research  and Management of the National  R&D Plan  of the  Spanish  Ministry of  Science and  Innovation. 

Secretary of State for Research. 

  

  


7. Notes 

1.  For  a  review  of  the  scientific  literature  on  the  subject  published  in  Spain  until  early  2011,  see García Jiménez, López de Ayala and Gaona (2011). 



2.  The  questionnaire  contained  two  questions  investigating  the  education  level  and  occupation  of parents as indicators of respondents’ socio-economic family level index (while the question of family income  was  excluded  from  the  analysis  in  anticipation  of  a  high  rate  of  non-response  among adolescents), but this index was not used due to the high level of non-response to these questions (in particular, 492 respondents could not be classified). 



3.  According  to  the  results  of  their  study,  functional   supraordinada  middle  classes  (free-lance professionals and technicians, directors of farms, directors of non-agricultural companies and public administrations, salaried professionals and technicians, and heads of departments of non-agricultural http://www.revistalatinacs.org/069/paper/1020_UR/23en.html                 Página 480 
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companies and public administrations) have a much higher participation in private education –69.8% 

in  basic  general  education  and  54.4%  in   Bachillerato  Unificado  Polivalente (comparable  to  the  A Levels in the UK) and  Curso de Orientación Universitaria (Pre-University Course) – in comparison to the heritage middle classes (entrepreneurs without agricultural and non-agricultural employees and members of cooperatives)  – -30.3% and 29.9%, respectively–  and  the working-classes  –23.7%  and 17.3% respectively– which have a very low participation. 
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